
PCI DSS data discovery and remediation solutions trusted by QSAs

D ATA  S H E E T

FOR PCI DSS V4.0 FOR COMPLIANCEFOR SECURITY FOR DISCOVERY

Card Recon delivers 
targeted data discovery 
for simplified PCI DSS 
scoping and periodic 
scope revalidation, 
preconfigured with 
account number formats 
from all payment card 
major providers

Card Recon is the industry-leading data 
discovery solution specifically designed 
for PCI DSS v4.0. Supporting compliance 
with controls across the latest version 
of the standard, Card Recon delivers a 
simplified approach to scoping and data 
management for PCI DSS compliance.

Designed for convenience and ease-
of-use, Card Recon provides out-of-
the-box PCI DSS data discovery with 
instant remediation options that run with 
minimal impact on business systems.

Delivered with QSA-ready 
reporting as standard, 
Card Recon also provides 
targeted scope validation 
and data discovery 
for QSAs and PFIs, 
streamlining compliance 
assessments and data 
breach investigations

Packaged with 
instant remediation 
options for rogue 
account data, Card 
Recon enables rapid 
response, minimizes 
exposure and ensures 
continuous compliance 
with PCI DSS

Card Recon offers 
fast, accurate 
discovery and 
remediation with 
minimal impact 
on performance, 
running without 
installation on most 
on-prem systems

Lightweight PCI DSS data discovery 
for end-user devices

Out-of-the-box payment card data 
discovery trusted by QSAs

CARD RECON DESKTOP

CARD RECON SERVER

Card Recon enables rapid discovery and 
remediation of cardholder data across 
user and endpoint devices
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Data Discovery Designed for PCI DSS
Scoping made simple for payment card data security and compliance 

 Accurate and powerful 

Extensive discovery algorithms that 
deliver fast, accurate search results.

Powerful detection and validation 
filters findings minimize false positives.

 Predefined data types for PCI DSS compliance

Over 160 combinations of PAN structures from all major 
card brands including American Express, Diners Club, 
Discover, JCB, Mastercard, Visa, China Union Pay, 
Maestro, Laser and Troy, as well as private label cards.

 Comprehensive file support

Complete file scanning for all file types including 
OCR scanning, enabling data discovery in 
scanned documents and image files such as PDF, 
PNG, JPEG and TIFF. Compressed file types 
including Zip, TAR and GZip are also supported. 

 Audio recognition technology 

Discovery of data within audio files is enabled 
by advanced audio recognition technology 
that can identify data such as telephone 
DTMF tones encoded in audio files.

 Extensive scanning capabilities

Scan for structured and unstructured stores of data 
across local storage and local memory of supported 
desktops and servers, including Windows, MacOS, 
Linux, Unix, FreeBSD, Solaris, HP-UX, AIX and EBCDIC.

 In-built remediation

Instant remediation built in to manage 
unauthorized data stores, including masking, 
secure deletion, quarantine and encryption. 

  

 Compliance-ready reporting

Offers comprehensive and easy-to-read 
compliance reports in a range of formats 
including PDF, HTML and CSV.

 Lightweight and low impact

Designed to perform deep-level scanning with 
minimal operational impact on system performance. 

 No installation required

Designed to run independently, with no installation 
required, on all supported platforms. Portable storage 
media format provides rapid on-site sampling capability.

Features DESKTOP SERVER

Desktop

(Windows, MacOS)

Server 

(Windows, Linux, FreeBSD, 
Solaris, HP-UX, AIX, EBCDIC)

Target types

(Local storage, free space, 
shadow volumes, memory)

File types

(Text files, all encodings, Office 
docs, compressed files)

Audio and OCR support

(including DTMF)

Other benefits

(Multi-Format reporting, 
Data remediation)

Licensing Per desktop Per target

Established in 2007 and trusted by more 
than 4,500 companies in 85 countries, 
Ground Labs offers award-winning data 
discovery and management solutions for all 
industry sectors.

www.groundlabs.com

Access a 7-day free trial of Card Recon at

groundlabs.com/card-recon  

or contact us at info@groundlabs.com


